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m AODV (Ad hoc On-demand Distance Vector): mobile ad
hoc network routing protocol.

m Route discovery:
— Route Request message (flooding)
« establishes routes towards source node;
— Route Reply message (unicast)
» establishes routes towards destination node.
m Collaboration:

— Intermediate nodes may reply to a RREQ if they have a valid route
towards the destination.
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m AODV does not take security into account:
— malicious nodes can spoof and modify routing messages;

m Many kinds of attack are possible, both denial of service
and man in the middle:

— with a DoS attack, the attacker may prevent other nodes from
communicating;

— with a MITM attack, the attacker puts himself “in the middle” of a

communication between two nodes, and can eavesdrop and
modify data.
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AODV: man in the middle attack (1)
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m Alice sends RREQ for Bob.
m Bob replies.

m A route Is established
between Alice and Bob:
traffic flows through relayl.

alice relayl bob
192.168.66.61 192.168.66.67 192.168.66.62

alice relayl bob
192.168.66.61 192.168.66.67 192.168.66.62

e s

relay2
192.168.66.69

The A-SAODV adaptive secure routing protocol prototype

e e

relay2
192.168.66.69

D. Cerri, A. Ghioni, F. Dolcini - CEFRIEL



FORGING INNOVATION EfWFENWS

192.168.66.61 192.168.66.62

mitm relay?2
192.168.64.102 192.168.66.69

AODV: man in the middle attack (2)
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m [he attacker arrives.

m The attacker sends forged
RREPs to Alice and Bob.

m The traffic between Alice
and Bob is rerouted through
the attacker.
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AODV: man in the middle attack (3) FEZMALS
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m SAODV (Secure AODV): proposal to add security to
AODV.
— Routing messages (RREQs, RREPs, RERRS) are signed.

— Routing messages can contain a sort of “delegation” that allows
Intermediate nodes to reply on behalf of the destination node
(“double signature”);

* Iintermediate nodes must anyway also sign the reply with their own key.
m Double signature preserves the AODV collaboration
mechanism, but:
— In AODV this requires lightweight operations;

— In SAODV collaboration is much heavier because of cryptographic
signatures.
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m What happens if we remove the double signature?
“*SAODV-DO” (Destination Only).

— “Uncollaborative” protocol: only the destination node is allowed
to reply to a RREQ.
— Performance worse than regular SAODV if signing time is low.

m Qur proposal: Adaptive SAODV (A-SAODV).
— Intermediate nodes reply to RREQs only if not overloaded.

— Load estimation given by packet Delivery Ratio
number of cryptographic 1

operations enqueued. D.gt ; S %
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? m If the intermediate node
O eceived is able to reply (i.e., has
mutin; — the relevant information),
( update 1 It decides whether to do
1 om destination node) ¥ [else that in an adaptive way.
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m We implemented SAODV with this adaptive behaviour:
— C language,
— Linux operating system, QL7
_ based on AODV-UU 0.8.1. AODVEUU

m We needed to move to a multithreaded architecture in
order to manage cryptographic operations.
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m \We developed a minimal graphical key manager to be
used with A-SAODV.

m Our key manager must be used in a bootstrap phase when
all nodes are visible within one hop.

— Routing operations cannot be performed before distributing keys
(signatures would not be verified).

m Each user sends his/her key to others using local
broadcast (255.255.255.255), then reads the key
fingerprint aloud.

m Other users check if the fingerprint which is being read
matches the one they received: if so, they add the
received key to their keyring.

m This can be extended with a web-of-trust (PGP-like)
mechanism in order to remove requirements of initial one-
hop bootstrap and explicit approval of all keys by users.
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A-SAODV key manager (2)

accept key send own key

own key
fingerprint
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SA0DV Key F@nager

Hle Key Help

E ESavel?@ Reload | & Send

MNode info:
Key ID: EDAOS3EE
kKew tyvpe: rsa

Fingerprint: 7E82 3AF7 7CAD 13EA EDDE 1180 77EF 1A30 EDAD S38E )

IF address: 192.168.66.61
Keyring:
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\-’\}1 Information Systems

) received

Received keys
192.168.66.67 3667 ODE3 01F8 652C ASF3 53391 B37EB EBSA 7DGE0 7455

) keys

( Active keys
192.168.66.62 BEOO 4547 B9365 F3BB SB9E CEBE 37A2 AGDE B5CT 644F
192.168.66.69 EGBO AEOQD 930B DE39 BB47 DAES ESBF 64AF FO26 D433
192.168.66.61 7EB2 3AF7 7CAD 13EA EDDB 1180 77EF 1A39 EDAD 338E

] accepted
J keys

.
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m The attacker arrives.
m The attacker sends forged

RREPs to Alice and Bob.

m The attacker’s neighbours

recognize forged RREPs
and discard them.
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root@mwadhoc0l: [fopt/mais

root@mwadhoc0l: fopt/mais
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root@mwadhoc0l: fopt/mais

| root@mwadhoc0l: jopt/mais

[11:41:25.733 crypto_queus_process: crypto_thread: verified aodv type:2 saodv type:65, result:FAILED! (=]
i111:41:25.733 crypto_queue process: Verification took @ mllisec '
[11:41:25.733 crypto_gueue_process: Verification (including gueue traversal) toock 0 millisec

111:41:25.785% rrep_sse verify: failed rrep_sse signature wverification, destination=192.168.66.63 dest _seqno=517

11:41:25.805 search_crypto_cache_node: found cached signature!

|11:41:25.821 search _crypto_cache node: found cached signature!

|11:41:26.623 search_crypto_cache_node: found cached signature!

[11:41:26.735 rrep_sse_verify: failed rrep_sse signature verification, destination=152.168.66.52 dest_segno=10011

[11:41:26.735 crypto_gueue process: crypto_thread: verified aodv type:2 saocdv type:85, result:FAILED!

i11:41:26.735 crypto_queus_process: Verification took O millisec

[11:41:26.735 crypto_queue_process: Verification (including queue traversal) took 0 millisec

111:41:26.8132 search_crypto_cache _node: found cached signature!

111:41:26.828 rrep_sse verify: failed rrep_sse signature verification, destination=192.168.66.63 dest seqno=517

|11:41:26.880 search_crypto_cache node: found cached signature!

|11:41:27.633 search_crypto_cache node: found cached signature! The attacker
|11:41:27.737 rrep_sse_verify: falled rrep_sse signature verification, destination=192.168.66.52 dest_se

[11:41:27.737 crypto_gueue process: crypto _thread: verified aodv type:2 saocdv type:85, result:FAILED! f 'd
i11:41:27.738 crypto_gueue process: Verification took © millisec cannOt orge vall
[11:41:27.738 crypto_gqueue_process: Verification (including queue traversal) toock 0 mllisec = =
111:41:27.853 search_crypto_cache_node: found cached signature! s'gnatures Comlng
111:41:27.869 search_crypto_cache node: found cached signature! -
111:41:27.877 search_crypto_cache_node: Mumber of messages:1180, hit rate:64.07 from BOb, So Allce
|11:41:27.877 rrep_sse_verify: falled rrep_sse signature verification, destination=192.168.66.53 dest_se -

|11:41:28.653 search_crypto_cache_node: found cached signature! dlscards the
[11:41:28.738 rrep_sse_verify: failed rrep_sse signature verification, destination=192.1868.65.52 dest_se .
i111:41:28.739 crypto_queue process: crypto thread: verified aodv type:2 saodv type:65, result:FAILED! attaCker’S routlng
[11:41:28.739 crypto_gueus_process: Verification took @ millisec

111:41:28.739 crypto_queue process: Verification (including queue traversal) took 1 mllisec

111:41:28.875 search_crypto_cache_node: found cached signature! messages'

|11:41:28.881 search _crypto_cache node: found cached signature!

[11:41:28.892 rrep_sse_verify: fTalled rrep_sse signature verification, destination=192.168.66.53 dest_segno=517

111:41:29.663 search crypto cache node: found cached signature!

11:41:29.740 rrep_sse_verify: failed rrep_sse signature verification, destination=192.168.65.62 dest_seqno=10014

11:41:29.740 crypto gueue process: crypto thread: verified aodv type:2 saodv type:65, result:FAILED!

11:41:29.741 crypto_guele process: Verljlcatlon took O mLLLlSec

111:41:29.741 crypto_queue_process: Verification (including queue traversal) took 0 millisec

111:41:29.877 search_crypto_cache_node: found cached signature!

[11:41:29.929 rrep_sse_verify: failed rrep_sse signature verification, destination=192.168.66.63 dest_segno=517
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